1 Introduction

government to setup its Contact Tracing project. In the meantime, we will also continue our discussions

with [IEIE government who tries to develop such a system.

2 Convictions




3 The Solution

This application is intended to be transferred and managed by the government or public services, in
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3.1 Functional overview
The system we built is an end-to-end digital service, comprising:

e an application for i0S (v11+) & Android (v5+ - api21) smartphones
® arobust and secure and scalable back-end
» dedicated web portals for healthcare professionals and authorities.
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3.2 Smartphone Application features

* Onboarding: after download from Apple or Google stores, at first launch of the application,






data for epidemics follow up (number of contacts per day — if contact tracing is enabled, Covid
status, age — if indicated in user profile, zip code — if indicated in user profile)

3.3 Back-Office web applications features

* Administration Web Portal: connection is secured (2 factors) and restricted to system



- Lpusnnes vesw o v
o Epidemics dashboard based on collected anonymous statistics and tracing data
analysis
o Lockdown follow-up (next release)

3.4 Contact Tracing

Contact tracing feature is implemented in both smartphones and server side to maximize
anonymization and privacy. Following explanation is done when consent level 2 has been set by the
user (user allows contact tracing data transmission to the back-end only when he has been tested as
Covid+).

We consider that a “contact moment” is represented by a Bluetooth signal reception, with a sufficient



3.5 Datascience tools

* Datascience tools and algorithms are used for suspicious riskv contacts detection from contact

3.6 Datastorage

On smartphone side :

# All data are stored encrypted in Android devices
 User + personal data are stored encrypted in iOs devices



4 Product development & project management

4.1 Project Team

We have created a dedicated project team to build this system, composed of functional teams and
development teams, for back-end, back-office, smartphones and datascience. Of course, all project
was using Agile methodology.

All software developments have been executed by Accenture, SopraSteria and Orange experts.

* 4 data protection & GPDR experts
® 4 testers (functional, security, load & performance) (tests also done by functional team)
* 5 datascientists

4.2 Launch strategy

Our system is today finishing qualification and will be in pre-production on Monday, April 20%, for
French context. It needs to be customized for the context of the Netherlands and add / remove /
maodify the existing framework. Depending on your requirements, it can take a couple of days or a
couple of weeks.

We propose to perform a regional field trial to train and optimize datascience and contact tracing



